Abstract-Intrusion detection is a computer network system that collects information on several key points. and it gets these information from the security audit, monitoring, attack recognition and response aspects, check if there are some the behavior and signs against the network security policy. The classification of data acquisition is a key part of intrusion detection. In this article, we use the data cloud model to classify the invasion, effectively maintaining a continuous data on the qualitative ambiguity of the concept and evaluation phase of the invasion against the use of the coordination level filtering recommendation algorithm greatly improves the intrusion detection system in the face of massive data processing efficiency suspicious intrusion.
I. INTRODUCTION
With the rapid development of computer networks and widespread use, people benefited from the networks, while the electronic data in the network is also attacked by hackers frequently, so network security becomes increasingly important .The most commonly used security technologies such as message encryption, firewall as the first line of defense for protecting network, but only these technologies can not meet the demand for network security. For example: firewall technology can not prevent internal attacks, and also can not provide real-time detection, it thus made the first two network security defense -intrusion detection technology .Intrusion detection monitoring networks and systems primarily through the state, behavior and usage of the system to detect the user's ultra vires and outside intruders using the system's security flaws using the system's invasion of intent. Intrusion detection system enables to help find the attacks on the grid system quickly, expanse the security management capabilities for systems administrator and improve the integrity of the information security infrastructure.
Intrusion Detection System can be divided into two parts: First, non-collection systems and information systems; the second is to analyze the data collected.
Intrusion detection process includes data collection, data analysis and results processing.
Intrusion detection methods generally fall into two categories: misuse detection and anomaly detection.
Misuse detection is also known as knowledge-based detection. Misuse detection is by pre-invasion mode and monitors the situation to the invasion pattern matching to detect. When testing the user or system behavior and the invasion pattern matching, the system would consider that this is an invasion; anomaly detection is the use of already established the behavior of normal users and system features to detect the degree of departure from the current behavior to determine the current action is for the intrusion.
Most intrusion detection systems use misuse detection techniques. Misuse intrusion detection techniques require prior information of the feature information to the invasion of information input feature library, feature detection based on the specific library to determine whether there is invasion, the accuracy is high. However, the characteristics of the new library other than the invasion of information are difficult to identify, there is a high false positive rate and false negative rates of the problem. Anomaly detection model used to conduct the user is stored in the characteristic features of the database, then the user behavior and characteristics of the current features of the database comparison, if they are large enough deviation, then the invasion has occurred. Anomaly detection technology can be divided into anomaly detection and need guidance without the guidance of the anomaly detection. Anomaly detection without guidance, this technique using a set of unmarked data as input, and found existence of attack data; the other hand, need guidance anomaly detection is obtained by observing the normal data to establish normal data model, and in detecting abnormal data deviated from the normal model. This method does not require a definition of each intrusion, for unknown intrusion detection is very effective, is testing impersonate legitimate users of effective methods of intrusion, but the omission anomaly detection rate, false positive rate.
Thus, Misuse Detection and Anomaly Detection are two complementary techniques, this paper, a hybrid of both technologies. First, by using anomaly detection technology, should have summarized the characteristics of normal operation, the user activities and any major deviations from normal behavior and he was as an intrusion. Currently popular approach is: Use Libpcap and Tcpdump, the card placed in the "mixed" mode, capturing a segment on all of the data stream. Re-establishment of anomaly detection model, will establish the normal behavior of the feature profile as a threshold. If the user's activities to match with the anomaly detection model, that is smaller than the mean threshold, not record this action; if the user's activities and anomaly detection model does not match, or greater than the threshold value, then the record of this operation to the next step analysis. Then use the cloud model will be extremely abnormal operation detection of the records classification, and establishment of misuse detection feature library, to ascertain the characteristics of the machine identification of attacks and abnormal behavior, the final results of the analysis come into being alarm message, sent to the abnormal alarm module. Abnormal alarm module will alarm summary information, classification presented to management.
II. BASIC CLOUD MODEL

A cloud model
Cloud model proposed by Li Deyi, etc., from the natural language of the basic language of the value of intercept, the concept of quantification of qualitative research methods, with the intuitive and universal. Cloud model is converted into a series of qualitative and quantitative value of the concept, which is a discrete conversion process. Each selection of a particular point is a random event, its probability distribution function can be described. Determination of cloud droplets reflects the degree of fuzziness can also use the probability distribution function description. In the domain of space, a lot of rain clouds form, scalable, no edge, and the natural phenomena of clouds are similar, with "cloud" to represent the mathematical conversion between the data. Definition 1. Clouds and cloud droplets: Let U be a value with the exact amount that the universe, C is the qualitative concept of U , for any of the elements of the domain x U ∈ is a random qualitative realization of the concept of C , there exists a stable tendency of random numbers Entropy En : representative of the qualitative concept of measurable size, the greater the entropy, usually the more macro concept, the concept is qualitative measure of uncertainty, the concept of entropy reflects A qualitative uncertainty. The one hand, entropy reflects the number field space can be accepted A linguistic cloud droplet size range of groups, that ambiguity is a qualitative concept was also goes to He of the measure; other hand, the entropy also reflects the concept of representing the qualitative random cloud droplet nature, reflecting the qualitative concept to represent the degree of dispersion of cloud droplets; In addition, the entropy also reveals the fuzziness and randomness of the association.
Ultra-entropy He : Ultra-entropy is the entropy measure of the uncertainty that the entropy of the entropy, the entropy of randomness and fuzziness joint decision. 
B Forward cloud and backward cloud
C Forward Cloud Generator and Backward Cloud Generator
Known Space universe U and U in the qualitative concept C, the normal cloud First use Libpcap and Tcpdump, the card placed in the "mixed" mode, a network segment to capture all of the data stream. Data analysis module is the core of the IDS. Need for a variety of network protocols, system vulnerabilities, attack techniques, suspicious behavior to formulate the appropriate safety rules and security policy database, and then build anomaly detection models, let the machine identify abnormal behavior, and finally to detect the abnormal behavior of a collection of records sent clouds model, and the similarity in the level of data on its classification.
A Discretization of continuous data
Commonly used in data mining of continuous data discretization is: equidistant interval method and the other frequency intervals method. Equidistant interval method, the domain of subjective divided into sub-ranges of equal width; the other frequency range method, based on the frequency of attribute values, subjective to the width of the frequency domain into the same sub-interval. The two methods, the width and number of sub-interval is the subjective a given, do not take into account the actual distribution of the data does not reflect the continuous data from the actual concept of extracting qualitative uncertainty, loss of some properties of continuous data . To solve the above problem, the paper said in qualitative cloud model based on the concept, the introduction of cloud transform the idea of continuous data discretization.
Cloud transform: Give a conclusion X frequency domain properties of a data distribution function ( ) f x , according to X, the actual property value frequency distribution of particle size automatically generate a number of different cloud ( , , )
x n e C E E H of the overlay, each cloud represents a discrete, qualitative concepts, which range from continuous to discrete values the concept of the conversion process, known as cloud transform. Expression is as follows:
In there, i a for the amplitude coefficient; n for the transformation generates the number of discrete concepts. Common sense tells us that high-frequency value of the qualitative data emerged the concept of contribution than the low frequency value of the qualitative data emerged the concept of contribution. Use this common sense knowledge formation cloud transform heuristic algorithm, namely: data frequency distribution of The Local maximum point is the data gathering center, a center as a Concept, the cloud model of the mathematical expectation; peak higher, said The more data gathered, it reflect the priority to the qualitative concept of distribution in the original concept of subtracting the corresponding value of the qualitative part, and then find the local maximum, and so on.
Transformed through the clouds, the concept of set C is expressed as xx, where xx is the basic concept of that cloud model. At different levels of abstraction can be constructed by the cloud model represents a different set of concepts and concept of the tree layer by layer structure.
Cloud model constructed using the concept of tree, is a uncertainty pan concept tree. The same level between the various concepts to allow a certain degree of overlap, the same attribute values may belong to different concepts; the concept of the extraction level is uncertain, both concepts can be extracted from the Diceng layer can also be extracted directly upper concept.
B Concept climbing policy
Automatic leap, not to jump the concept of pre-specified size, but according to pan-specific circumstances of the concept of tree and the relevant characteristics of human cognitive psychology, to automatically jump to the appropriate concept of the concept of granularity; general, if the pan concept tree permit, the concept of 7 + -2 were more appropriate size corresponding to the concept of the psychological characteristics of human cognition.
Concept Rise arithmetic Input: the nodes set of pan concept tree 
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In here, set ( )
Once the concepts climb to the appropriate granularity or level, the question remains is the final judge of all the attribute values which belong to the concept of the concept level. By two methods: random test approach and great determination method. Random test approach is based on the concept of concentration of property values of all proportion to the extent the concept of subordinate relationship; membership in a large randomly selected the first of several subordinate concepts. If the property value to a large extent the concept of membership, then the probability of randomly selected for this concept is also large, the possibility of property value attached to it than others on the concept. Great determination method is based on the concept of property value under the concept of degree of concentration of all size, select the maximum 
IV. BASED ON CLOUD MODEL SIMILARITY MEASURE INVASIVE DATA
A Misuse Detection Library
Invasion of data by using discrete cloud models and concepts of transition, we have data on the similarity level of intrusion data are classified. However, what each type of data on the target host of attacks and how to attack at any level, we do not know. To solve this problem, we use misuse detection, the establishment of misuse detection library. Through various types of intrusion data sample, the sample data and misuse detection in the library than the similarity of various models to arrive at the type of intrusion and attack level.
Misuse detection library in each record can be recorded as a four-tuple ( , , , ) D M R L S . In which M expresses that the invasion mode; R on behalf of the invasion characteristics of rule, rule can be a single expression, the expression can also be a conjunction of multiple-type; L said this level of intrusion attacks, L among [1, ] n , The values of n and misuse detection and alarm the size of the library size, which can be adjusted according to different circumstances, only 100 species invasion in the way of misuse detection library under the experimental conditions, 10 n = is appropriate; S explains this way the specific implications of the invasion, to facilitate human understanding.
B The invasion of the data based on cloud model similarity calculation
Assumed cloud model has invaded the data decomposed into the superposition of N-type normal distribution that is N-type. We were in the N-class record of 10 randomly selected as representative of elements of its difference in the misuse detection library comparison. We assume that similarity is divided into five levels {not similar, somewhat similar to the general, quite similar, exact match}, the corresponding scores were {0, 1, 2, 3, 4}.
Statistics on behalf of the various elements on the misuse intrusion detection library in each invasion level of similarity, denoted by the invasion on behalf of the similarity vector element, denoted by 1 2 ( , , , )
, which, n the maximum level for the invasion, 1~n s s 5 levels, respectively similarity.
Using reverse cloud algorithm, on behalf of the invasion of each record on the misuse of various intrusion detection database level similarity vector can be calculated with a cloud of three parameters that level of intrusion alarm.
We are the parameters from the cloud composed of three levels called the invasion level of intrusion alarm feature vector, denoted as ( , , ) V Ex En He = , which reflects the expectations of Ex intrusion hazard rating; entropy En reflect the intrusion The hazards range, En is larger, the matching with the misuse of intrusion detection library the more invasive mode, the greater the scope of the harm; He is the entropy stability.
Here that a special case, that is 0 S → → = ，indicating that the intrusions and misuse detection library did not match any of the invasion pattern, but the behavior has indeed been captured by anomaly detection module. This could be caused by the following two cases: one. Anomaly detection module false (False Positives); 2. Misuse detection library needs to be updated. At this time the management of intrusion detection systems need to take part in decision-making. If verified by the first case arising, you need to modify the anomaly detection module in the "normal" behavior of the characteristic contour, or the appropriate increase in the threshold value, so that intrusion detection system in the next encounter similar behavior is seen as normal behavior; if caused by the second case are necessary to analyze the intrusion invasion model and predict the damage level will be the group to form quaternary tail added to the misuse detection library. Thus, as the system running time growth rate of the system will greatly reduce the false alarm rate of accuracy will be significantly increased.
Cloud ( , ) cos( , )
The similarity between the two clouds has the following characteristics: ( , ) 1 sim i i = , that is a cloud with its own similarity to 1. Symmetry
That is, the similarity about cloud i against cloud j is equivalent to the similarity about cloud j against cloud i .
V. A COLLABORATIVE FILTERING RECOMMENDATION ALGORITHM BASED ON CLOUD MODEL
Users based on knowledge level of similarity comparison, the paper proposes a new collaborative filtering algorithm: First, the similarity matrix LICM method, and then be recommended under the project to be assessed to identify the user and the user's nearest neighbor, and then by the weighted average strategy projection of the score, the detailed process see algorithm 3.
Based on cloud model collaborative filtering algorithm:
Input: the representatives of each class of record on the misuse detection model libraries of various levels similarity invasion Output: The predicted target levels against the invasion pattern of invasion Algorithm steps:
(1)Calculated on behalf of record -the invasion pattern matrix
According to various representatives of record on the misuse intrusion detection library various levels similarity model to calculate the representative recordthe invasion pattern matrix R , row on behalf of record that represents the number of records for the m , the column said that the invasion pattern, invasion pattern is divided into n -hazard level of invasion. 
VI. EXPERIMENT
In this article, we use test data set which is provided by LINCOLN LABORATORY site (http://www.ll.mit.edu/mission/communications/ist/corpo ra/ideval/data/) .The site offers from 1998 to 2000 Intrusion Detection Evaluation Data Sets. To download one-week 1998 Data Set from this site, as the experimental data sets.
Evaluation of the quality standards recommended by two main types: statistical accuracy metrics and decision support accuracy metrics. Statistical accuracy of measurement methods, the average absolute deviation of MAE (mean absolute error), is a measure commonly used method.
The average absolute deviation (MAE) by calculating the predicted amount of data and the actual invasion of the invasion of the deviation between the amount of data and intrusion data, forecast and actual harm against grade level of measurement accuracy of the forecasts, MAE smaller, recommended quality higher. Suppose N days of the invasion predicted amount of data collection for the 
VII. CONCLUSION
This paper presents a concept of the cloud model is applied to the computer intrusion detection system intrusion data classification, intrusion detection systems face the anomaly detection module to the data collection process brought together a large number of intrusion data, the use of cloud model data points of these anomalies normal distribution for the superposition of a number of classes, class members has changed over the past one or the other defects, effectively maintaining the concept of continuous data on the qualitative ambiguity to facilitate access to useful information. And evaluation phase of the invasion of harmful levels using the coordination model based on cloud filtering algorithm to improve the traditional methods of similarity were calculated based on the vector must match object properties less, enhance the system versatility. But the algorithm itself has some shortcomings, need further improvement and research: For each type of data the edge of the invasion records, at present only representative of this class of records made within the invasion of the calculation of similarity, but in fact, it and its neighbor's class is also a great similarity, the improvement in the future should be emphasis on the study. Therefore, in future work to constantly overcome the shortcomings of the algorithms themselves, as far as possible in the computer intrusion detection has its own contribution. 
